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In Part 1, we learned 
how to identify and 
measure risk. Once risk  
has been quantified,  
specific high-risk items 
can be prioritized and 
remediated. In addition,  
efforts can be planned 
to prevent future risk.
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Two important watermarks in risk management  
are used to drive action: Risk Appetite and Risk  
Tolerance. Risk Appetite refers to the amount 
of risk that is acceptable. Risk Tolerance, on 
the other hand, defines the point at which risk 
is simply too severe. The amount of risk at any  
given time will continuously change over time, 
but as long as the risk is lower than your defined  
Risk Appetite, no action needs to be taken. Risk  
Tolerance, however, is the level of risk where 
business or operations are directly impacted. 

Between the two is an area of unacceptable 
but tolerable risk. This area—which surpasses 
your Risk Appetite but is within your Risk  
Tolerance—is where risk is most effectively 
managed. When risk exceeds the acceptable 
Risk Appetite, remediation efforts should begin.  
Ideally, preventative actions can be taken to 
minimize risks and bring them back within your 
Risk Appetite before the risk rises beyond the  
established Risk Tolerance. 

When to Act
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Risk Tolerance and Risk Appetite
Risk Appetites and Risk  
Tolerances refer to subjective 
thresholds that define your  
organization’s viewpoints  
about acceptable risk. These 
thresholds can, and should, 
remain flexible enough to allow  
your organization to react to new  
circumstances. For example, is  
there evidence of an advanced  
cyber campaign against your 
company or your industry? If so,  
you might consider lowering 
your Risk Tolerance, which will 
in turn reduce the time available  
to take corrective actions, 
therefore requiring that  
remediation efforts start sooner  
and happen faster. When the 
threat landscape changes, Risk  
Appetite and Risk Tolerance 
can be adjusted in order to 
reflect your organization’s new 
stance on risk.

It is therefore advisable to look for trends and 
be proactive: if certain risk scores for systems  
or devices are approaching your Risk Appetite, 
work to resolve them in advance in case  
the risk tolerance is reduced. Otherwise you 
may find yourself in a situation where there  
is insufficient time to react to high-risk items.

Knowing when to act is only part of the  
equation, however. It’s equally as important to 
understand what’s causing the risk, and where 
the risk is occurring within your environment. 
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Control Server—Very High Consequence

Controller—Very High Consequence

Domain Controller—
High Consequence

Print Server—
Low Consequence

Risk Tolerance

Level 4
Business Network

A perimeter firewall will help to protect 
all three zones from outside vectors

Zone 3

Zone 2

Zone 1

Internet

Print Server—
Low Consequence

Level 3.5 
DMZ—
Low Consequence

Level 3 
Advanced Control—
High Consequence

Level 2 
Supervisory Control—
High Consequence

Level 1 
Process Control—
Very High 
Consequence

Intolerable Risk

Time to 
Take ActionUnacceptable Risk

Acceptable Risk

Risk Appetite
}

Print Server—
Low Consequence

But do nothing to protect against attacks originating from 
inside the network (e.g., from an infected USB drive)



Where to Act 
Risk can and should be “rolled up” to the highest level of the 
plant, in order to get a consistent overall understanding of risk 
across all systems. However, because consequence is a factor 
of risk, every system within the plant will carry different risk values  
depending upon their overall importance. Likewise, within  
every system each component asset will carry different risk  
values depending upon how each contributes to that system. 
Understanding this allows us to easily trace plant-level risk to 
the systems and assets that are causing the greatest overall 
impact to the risk score. 
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Consequences of Devices and Zones
It’s important to understand that while a “system” might have a  
specific consequence value based upon the role it plays in overall  
plant operations, risk is something that should be managed  
holistically. Vulnerabilities and threats rarely apply to only a  
single specific target. If vulnerabilities and threats can potentially 
impact neighboring assets, that impact needs to be considered 
as well. A single security event may actually influence multiple 
devices within or between functional systems. This is why the 
concept of zones and conduits is so important in industrial cyber  
security: by grouping assets by their security levels, we’re able 
to contain the impact of a cyber incident, and make it harder 
for a threat to spread between systems. Control Server—Very High Consequence

Controller—Very High Consequence

Domain Controller—
High Consequence

Print Server—
Low Consequence

Risk Tolerance

Level 4
Business Network

A perimeter firewall will help to protect 
all three zones from outside vectors

Zone 3

Zone 2

Zone 1

Internet

Print Server—
Low Consequence

Level 3.5 
DMZ—
Low Consequence

Level 3 
Advanced Control—
High Consequence

Level 2 
Supervisory Control—
High Consequence

Level 1 
Process Control—
Very High 
Consequence

Intolerable Risk

Time to 
Take ActionUnacceptable Risk

Acceptable Risk

Risk Appetite
}

Print Server—
Low Consequence

But do nothing to protect against attacks originating from 
inside the network (e.g., from an infected USB drive)
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What to Do
Ideally, every system that carries  
a specific consequence will be 
isolated into its own security 
zone, so a “system” should 
correlate directly to a specific 
zone. If it’s not, consider  
adjusting your network design 
in order to establish proper 
zones and conduits as a first 
step in remediating risk. 

By understanding where risk is occurring within your network, it also becomes  
that much easier to mitigate, because you can identify the exact devices or 
networks that are contributing the most to your site’s overall risk.

Remediating risk means reducing it. While 
some vulnerabilities and threats may resolve 
themselves, reducing risk will typically  
require some direct action to either remove 
or to isolate a given vulnerability or threat.  
Implementing proper zones and conduits 
is one recommended action to reduce risk. 
Consider a group of highly vulnerable servers  
that are still running an unpatched, legacy 
operating system. Some of the servers are 
upgraded to a newer, supported OS with the 
latest security patches installed. For these servers,  
the vulnerability of running an unpatched  
OS has been removed. However, some of the 
servers can’t be upgraded or patched, and  

therefore are contributing to an unacceptable 
risk score. Because the vulnerability can’t be 
easily reduced by an upgrade, some other 
method must be used to minimize risk. One 
options is to minimize the exposure that the 
unpatched servers have to cyber threats 
through additional network segmentation, 
essentially placing these servers in their own  
security zone (see part 1 of this paper for 
more information about measuring risk score).  
Again, proper segmentation of the network 
will also reduce the total number of assets 
that might be impacted by an incident to  
only those devices within the defined zone.
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For very high risk scores, all three  
values will likely be unacceptable,  
but hopefully you are remediating  
risk before it exceeds your risk 
tolerance, and in these cases 
there will likely be one or two 
indicators that are higher.  
Focus your efforts on reducing 
these values.

Often, vulnerabilities and threats can be  
addressed directly. When remediating risk, first  
you must find the root cause of the risk by 
looking at the contributing factors that are driving  
the highest risk scores. Because risk is a  
function of consequence, vulnerability and 
threat, having a properly derived risk score 
means that you’ve already uncovered the 
sources of the highest risk: the threats and 
vulnerabilities associated with the highest risk 
scores. This instantly pinpoints those specific  
threats and vulnerabilities that need to be  
addressed first: is it an endpoint configuration 
issue? Perhaps it’s a network reliability issue? 
Perhaps there are unauthorized users active on  
the network, or even an outbreak of malware? 
Sometimes a seemingly benign risk indicator— 
for example, high network utilization on a  
particular router interface—can contribute heavily  
to risk. For example: if the interface represents a  
single point of failure to a critical communication  
path within the DCS. 

Unlike Threats and Vulnerabilities, which are 
dynamic and can be directly influenced, the 
consequence of a device will not usually change  
in an operational plant. Typically, the only way to  
effectively change the consequence value across  
a complex system is by adding redundancy and  
recoverability, which could require a redesign.  
In some cases, adding device-level redundancy  
might lower the consequence of a cyber incident.  
In other cases, it may not matter. For example,  
if an engineering station is compromised, it can  
be used to cause significant harm (e.g., altering  
process logic) regardless of whether a redundant  
system is in place. When designing a new control  
system, keep the concept of consequence in 
mind and attempt to minimize the total impact 
that any system could have. If you’re managing  
risk in a brownfield, threats and vulnerabilities  
are typically much easier to influence than  
consequence, and therefore it’s recommended 
to focus your efforts there.
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Minimizing Vulnerabilities
Minimizing vulnerabilities first requires an  
understanding of device-specific vulnerabilities,  
but it goes deeper than that. Device-specific  
vulnerabilities are relatively easy to check for: 
there are numerous vulnerability assessment 
(VA) tools on the market that do just this. 
However, once again there are some caveats: 
many VA tools are designed to assess devices  
across large enterprises, and they scan and 
probe network devices very aggressively in  
order to do this with a degree of efficiency. 
“Aggressive” is not a quality that should be  
applied to any network activity in an ICS, where  
a bit of extra latency here, an unexpected 
load on a host machine over there, and...well, 
the result could be rather counter-productive. 
When used carefully these tools can be used, 
and should be used. Preferably scans can be  

performed on offline or backup systems, where  
unintended consequences will be minimized. The  
result will be a list of very specific vulnerabilities:  
specific weaknesses that can be compromised  
by specific exploits, for each and every  
application and service running, on each and 
every device. Again, vulnerability should be 
measured at a system, process or operational 
level rather than relying solely on device-specific  
vulnerabilities, but that is an art worthy of a 
separate discussion. 

Device-specific vulnerability assessment is 
important but myopic, and on its own a very 
poor indicator of risk. With all aspects of risk 
management, context is key: vulnerability alone  
is not risk, but a vulnerability that is currently 
under threat is a different story. 
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Once identified and understood, vulnerabilities  
can often be easily removed. However, the  
remediation may require a device to be taken  
offline and therefore it may take time and planning  
to implement what is otherwise a fairly simple 
fix. Patching systems is a good example: if the  
root cause of risk is an operating system or 
application vulnerability, the best way to remove  
that vulnerability is to apply an appropriate patch.  
Patching usually requires a reboot and therefore  
downtime. In addition, the newly patched  
application could impact how the device functions  
within the control system, and so requires  
additional testing to ensure that reliability will 
be maintained after the patch is applied. While 
patching a known vulnerability is the surest 
and most effective way to remediate it, in some  

cases it may simply not be possible. What 
then? If a patch is available and the resulting 
risk is above your organization’s risk appetite, 
the answer is clear: the effort must be made 
to apply that patch. If a patch is not available, 
or if it’s not possible to take a device offline 
to patch it, another mitigation must be found. 
This could be the use of compensating cyber  
security countermeasures, such as network- 
based tools that will watch for inbound exploits 
targeting the vulnerability, and blocking them on  
the wire. This is sometimes referred to as “virtual  
patching,” and while easier to implement when 
on-process, it is also typically more expensive 
to implement. When vulnerabilities still can’t be 
addressed, it’s time to focus on the threats. 
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Minimizing Threats
Threats are dynamic and highly unpredictable, 
but that doesn’t mean that they can’t be  
addressed with best-practices. One way is with  
the implementation of cyber security host  
and network security technologies that will  
attempt to detect and stop threats from being  
successful. To understand which controls 
should be implemented, and where they should  
be implemented, you must first understand 
attack vectors.

Vectors consist of one or more paths from 
the threat actor (the source) all the way to the 
threat target. Understanding these vectors 
and monitoring them at any point is valuable, 
because it lets you implement the strongest 
countermeasures in the areas of the network 
where they do the most good. When zones 
and conduits are successfully implemented, 
the available vectors will be limited, and it will 
be much easier to determine where network 
security controls will have the most impact.  
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As a rule of thumb, network security should be 
used on all conduits—controlling and securing 
the data flows into or out of every given zone. 
If a choice must be made, it becomes a trade 
off: if network security is implemented at only 
the outermost perimeters, the benefits of  
that security will be realized by a greater total  
number of assets (your protecting more at 
once). However, at the same time, there will be 
more potential vectors that are unprotected,  
closer to individual targets. For example, if Zone  
One is nested within Zone Two which is nested  
within Zone Three, protecting the perimeter of 
Zone Three will protect all zones from outside  
attack. However, if an attack originates from 
within Zone Three, there is no protection at all 
between it and Zones One and Two. In addition,  
the network security devices used to protect 

everything will require a more sophisticated 
security product that is capable of detecting 
a broader range of threats, so it will likely end 
up being more expensive. In contrast, if the 
right network security devices are chosen and 
deployed in the right places, you’ll be able to 
select the “best tool for the job” and will most 
likely pay less for each. Note that if dealing with  
a threat that crosses zones, this threat must 
be considered for all zones when determining 
risk scores.

Control Server—Very High Consequence

Controller—Very High Consequence

Domain Controller—
High Consequence

Print Server—
Low Consequence

Risk Tolerance

Level 4
Business Network

A perimeter firewall will help to protect 
all three zones from outside vectors

Zone 3

Zone 2

Zone 1

Internet

Print Server—
Low Consequence

Level 3.5 
DMZ—
Low Consequence

Level 3 
Advanced Control—
High Consequence

Level 2 
Supervisory Control—
High Consequence

Level 1 
Process Control—
Very High 
Consequence

Intolerable Risk

Time to 
Take ActionUnacceptable Risk

Acceptable Risk

Risk Appetite
}

Print Server—
Low Consequence

But do nothing to protect against attacks originating from 
inside the network (e.g., from an infected USB drive)

Know Where to Put the Right Controls
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Not all threats focus on a  
specific target. While targeted 
threats within your network can 
be easier to mitigate (because 
they exist within a domain  
under which you have control), 
there are larger threat scenarios  
at play also. Being informed 
about the global cyber threat 
profile is equally important to 
understand when threats  
exist outside of your control. If  
a major cyber campaign is  
underway from an outside entity,  
the threat against all of your 
assets is increased even if no 
indicators have surfaced.
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Know What You Don’t Know
Knowledge is power, and the process of  
performing ongoing risk assessments is certainly  
an empowering one. However, understand that  
when monitoring for indicators of threats and 
vulnerabilities, there is still plenty that is unknown.  
Sometimes we’re aware of gaps in our knowledge,  
such as knowing that there are devices on the  
network that are not being monitored sufficiently,  
or third-party devices that are connecting to the  
network. These types of devices, if they can not 
be assessed explicitly, should be considered  

high-risk items. Assuming the worst, and  
considering these types of ‘dark devices’ to be 
both highly vulnerable and likely threat sources,  
will ensure that risk scores err on the side of 
caution. There are also specific threats and 
vulnerabilities that are unknown. While it is  
impossible to quantify the potential risk impact 
of what we don’t know, understanding that 
this potential exists will also help to minimize 
the potential for, and the potential outcome of, 
a cyber incident.
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Doing it All Again
All of these efforts will change the risk scores 
of the plant and its systems and devices. This 
means that, unless continuous risk measurement  
is in place, an additional risk assessment is 
in order. By re-quantifying risk, it’s possible to 
quickly and accurately measure the effectiveness  
of your efforts. This can be used internally to 
share among peers and executives, to prioritize  

resources and workflows, and even to improve 
cyber security awareness. When armed with 
the right risk metrics, “days of acceptable risk” 
can be tracked right alongside “days since last 
safety incident,” making good cyber security  
practices a part of employee culture and a 
source of pride within the plant.

•  A hacker seeks to exploit a 
device vulnerability. He or she 
uses some means to detect 
a target server and determine 
known vulnerabilities in its  
operating system and installed  
applications. The hacker  
then performs an action to  
exploit one or more of those 
vulnerabilities in order to 
achieve some unauthorized 
result. This action is the threat.

•  A large red button is installed 
on the wall that says “SHUT 
DOWN.” When pushed, the 
button causes a shutdown 
and it is therefore an obvious 
(if somewhat silly) example 
of a vulnerability. Placing the 
“exit” button that unlocks the 
door right next to the shutdown  
button creates potential for 
misuse of the shutdown button:  
it is therefore a threat. 
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Honeywell Process 
Solutions is the leading  
provider of cyber security  
solutions that help  
protect the availability, 
safety, and reliability of 
industrial facilities, critical  
infrastructure and the 
Industrial Internet of 
Things (IIoT).

About Honeywell Process Solutions
Honeywell has a 50-year history as a leader in 
industrial safety and security, and as an innovator  
in the field of plant automation. Leveraging  
the industry leading process control and cyber 
security expertise and experience, technology,  
and integrated partner security products,  
Honeywell delivers proven, complete solutions 
designed for the specific needs of industrial  
environments. The Honeywell Industrial Cyber 
Security portfolio includes Managed Industrial 
Services for process control infrastructure  
protection, and the Industrial Cyber Security Risk 

Manager solution which proactively monitors, 
measures and manages industrial cyber  
security risk. Honeywell also offers consulting 
and remediation services including security  
assessments and audits, architecture and design,  
network security, endpoint protection, situational  
awareness, and response and recovery. These 
solutions are enabled by innovative technology 
and delivered by a global team of cyber security 
experts. Honeywell’s Industrial Cyber Security 
Solutions address the needs of process  
industries across the world, including refining 
and petrochemicals, oil & gas, chemicals,  
power generation, pulp & paper and metals, 
minerals & mining. 

To learn more about Honeywell’s Industrial Cyber  
Security Solutions, visit www.becybersecure.com 
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